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4 Exploitation of Unpatched and Out-of-date Systems within the Overwhelmed Cross-sector Tech
Ecosystem [New in Top Ten]
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Rise of Digital Surveillance Authoritarianism / Loss of Privacy

6 —fEEFERE LTOEREZBEAZICT ¥ —E R « Fuof F—

Cross border ICT Service Providers as a Single Point of Failure
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Advanced Disinformation / Influence Operations (I0) Campaigns
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Rise of Advanced Hybrid Threats
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Physical Impact of Natural/Environmental Disruptions on Critical Digital Infrastructure [New in
Top Ten]

(H{# : ENISA [Foresight Cybersecurity Threats for 2030 % &2 4 & MAFERK)

<1&EHB=>

OKBMEERNEIRT 5 ESCRET EMBHEl N2 LR, GPIF HAE
(BEFEHR 2024 £E3 A 11 Bt SE£BEILEEHERMITBCEA HP
https://www.gpif.go.jp/esg-stw/20240311 esg issues.pdf)

FEAREN A FLE N AT EGE N (GPIF) 133 H 11 B, B - E50E RN E 2 5 5FED

(K72 BESG | ZRE LI, ZIUTE DL, MERIZHAT IEMEERME] 2 BT 5N
RELSHZ T, EAK Sy 7= EHAEREO 100%, ENET 7 7 ¢ 7*E O 71% 03 B4 L
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